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General

The Capstone Concept for Joint Operatiatescribediow the joint force will operate in an
uncertain, compl ex, and changing future
in the future rarely will be the product of radically new ideas, but instead will typically reg
from adapting these eadng truths to new requirements, conditions and capabilities.

M.G. Mullen, Admiral, CJCS

Theconduct of operations in Cybersphcepresents the adaptation of enduring truths to
emerging threafgrescribed byCJCSandrelies on astrategy of achieving information
superiority in the battlespace. Information Operatioléq-Op9 provides the framework for
succesdy translating superiodecision making into a competitive advanfaige the Joint Force
Commander (JFC). The keyinciples of joint information operations dtee synergy of three
categories ofnfo-Opscapabilities; core, supported, and related o i nf | ue nupteoy di sr

usurp adversari al human and automated decisio

The corenfo-Opscapabilities available are electronic warfare (EW), computer network
operations (CNO), psychological operations (PSYOP), military deception (MILDE@)
operational security (OPSEC). Eawrecapabilityis independentljocusedon achieving
critical operational effectsr preventing the adversary from accomplishisglesiredeffectsby

integraing with supported and related capabilifies

Thesupporting Info-Opscapabilitiesarecounter intelligence (ClI), physical attack (kinetic),
physical security, information assurance (IA), and combat camera (COMCE&Hhcapability
seeks t@rovide friendly forceshe information advantage through activéetise ¢ decision
makers fromattacks Further, they targedffects aldversary decision making through active

influence and degradation campaiguginstheir perceptions and behavior in the battlespace
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The elatedinfo-Opscapabilitiesare public alirs (PA), civitmilitary operations (CMO),
and defense support to public diplomacy. Each related capability offers flexible options for
influencing adversary perceptions and decisimaking in peacetime, crisis builgp, and during
hostilities Theydemonstrate resolve and communicate national interests towailleang

(physical, psychological)ffects supporing objectives and influencef foreign perceptiorfs

To be effective, all three categorieslnfo-Opscapabilitiesnustbe part of forces and
cgpabilities being prepared, planned, and executed synergistically toward effects on adversary
decision makers, fielded forces, information and systems, and external autliehicesactive
defenseof friendly capabilitiegequires reciprocal preparatigrianning and executionvithin
the theater, and other impacted audiemcesn s i st ent wThesecondpis€thes i nt ent

dimensions of th@int information environmenwhenapplyingInfo-Opsforces®.

The joint information environment aggregates decision

makers (civil and military)organizations (national, ‘

OBSERVE

international), and the resources (materials, systems) that

collect, process or act on information across all dorairiis
ORIENT

this environmentthe O-O-D-A'?loop frames the interaction

\
between humans amditomated systems for decision Q DECIE
ENVIRONVENT

%

ACT

making®. This interaction occumcross the full spectrum of .

conflict andis relevart in all instruments opower as

categorized in one of three interrelated dimensions; physical,

Figure 1

informational, and cognitivé.



The phystal dimensionwhere physical platformaad

Information
o _ _ Environment
communications networksaverse wired and wireless
infrastructures with supporting technologiesonnect
Cognitive
individuals, groups, and organizations émerationalC2 ==

Beliefs
Opinions
Perceptions

purpose¥. Theinformational dimensiois whee content
. . . Information
and flow of C2 information is collected, processed, stored, imensi
dissemnated, and displayed.h&residence of thapplication fd

of military forcedataset&ndc o mma n d e inpact i nt ent

y

Target Decision Cycle

protectionrequiredof this dimension.The cognitive

dimension $ where humans think, perceive, visualize, decide

Figure2

andincludesdecisionmakers andarget audience.

The factors of leadership, moealunit cohesion, and situational awareness coupled with
public opinion, public information, media perceptions armdats are influenced in this
dimensiontherefore battles and campaigns may be won ohkergmaking this the most
important dimensiolf. The technological advancésataffordedthe exponential surgésources,
outlets, speed) afapabilities in both physal and informational dimensiohsive not translated
to the cognitive dimension where content and context shape the qualitative value of information
relative to its purposé The success dffo-Opsultimately is determined by the ability to
improve and raintain quality of friendly information while degrading théversaries sudhat

friendly forces are able to exploit tddferencein speeds of the relativ@-O-D-A loops.

TheJ FCo6s ability t olnfa@ppspegcifically ENOgordeliceratelypalffexts o f
or defend the joint information environmestative to decision making is biased by five key

assumption$. First, quality of information of value to decision makers is subject to influence
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from geography, language, culture, religionganization, experience, or personality. Second,

decisions are made based on information available at that time. Third, the relevant aspects of the

information environment and processes used to make decisions are understafolatble it is

possibleto affect the information environment of decision makers through psychological,

electronic, or physical means. Finally, the effectiveness of actions relative to an objective is

measurablt.

Information Superiority

__A__

—

i’.m\
=N o

Friendly Decision Cycle

Information Management Information Operations

' Yd -~ N/ )

Defensive “Barrier”

Information Environment

—

Intelligence, Surveillance
& Reconnaissance

”Cognilive

Dimension

Target Decision Cycle

Figure3

The constraini n A t awitly thesa pringipleagainsthe critical psychological,

electrical, and physical elements in the information environiseansisteny with national

security policy and strategic objectives sum,CNO will target decision makers by affecting

the human thinking processes, knovgednd understanding of the situation in three distinct

ways Hrst, by takingthoseactionsthatadd modify, or remove informationSecond by taking

actionsthat affectghe collection, communication, processes, and storage of informafiord,

to influence the way information is received, processed, interpreted, and used by decision

makeré’. These capabilities have simultaneous application in offensive and defsisat®ns
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to destroy, disrupt, degrade, deny, deceive, exploit, influence, proétect, restore, and

respond when fully integrated in mission planniagd execution

The adaptation of the principles lofo-Opsto joint warfighting in cyberspacepresents the
launchng pointfor thisfuture operating concepfThe acceptance die unifying application of
Info-Opscore, supporting, and relateapabilities in concert wittoctrinal prescriptions

exploresjoint operationsn the cyber domaiwith focus oncomputer network operations

The thesis, then, that thesynergistic effecof jointly integrated computer network
operations (CNO) provides the JFC with the opportunity to exploit vulnerabilities across the full
spectrum of conflict through mission essential functions uniquely enablige byberdomain
The globally intercomected fusion of terrestrial, airborne, and space based capdbilities
spawned CNQ@esuling fromincreasng use of communications and computers networked with
information technology based infrastructifey civil-military institutions. The NMSCO?
codifiedthisadapt ati on of warfare and the need for a
key t enacnetn torfi cff.nGsdterspa®iesd characterized by fAuse
electromagnetic spectrm a s  do store, anodéfy, and exchangdarmationacting as the
conduit between the physical and cognitive dimensions of the information environment. In

concert primarily with EW, CNO can be employe

exploit, and dthdcyperdbmanoper ati ons i n

To comprehendhis complex but evolvingapability CNO issegmentedhto three
componentsgomputer network attack (G, computer network defense (CND), and computer
network exploitatiofCNEY. CNA6s abdi st yptp denythedegrade, c

information in computers and their associated networks or the computers and networks



t h e ms éslthe mears of attack througyberspac® or the cyber domainCNDés f ocus t o
Aprotect, monitor, analyze, daeatereatandextarmaldonr es p o
DoD informati on saesappbedusdefend’ dnabiecby QPSECKCNE

Nfgasdetra from target or adver siagconcertwith EWdformat i on

intelligenceexploitationconvergs with the electronagnetic spectruffi

The Threat: UNCLASSIFIED
Growing; Sophisticated; and Organized

December 1998 — January 2003
Most activity was from moderately skilled individuals
+ Hackers, Script kiddies
+ Criminals
- Individual unfocused efforts

February 2003 — Present
Shift to a series of intrusion focused sets by skilled

and organized actors (possibly nation state sponsored)
- Titan Series Sets
+ Organized crime, BotNets

“Recent exploits have reduced operational capabilities on our networks.

Failure to secure our networks will weaken our warfighting ability and
potentially put lives at risk.” DEPSECDEF Aug 04

Figured

The significance of CN@ainsprominence aawarfighting capabiliyy asthe range of
computers andssociatedietworks operating in cyber domairoadens. The emengy 21%
century warfar& environmenenabls unsophisticated miary and terrorisgroups to
successfullyC2 against superior conventional foraasough proliferation of technologyThe
mission essential functions of CNtO attack defendand exploitvulnerabilitiesfrom increased
reliance on cyberspace while themdification and protection from treameto friendly

informationsystems requirgsower projection frommadaptableyber forcé?



Purpose

America is under widespread attack in cyberspace. Unlike in the air, land, and sea dom
we lack dominace in cyberspace and could grow increasingly vulnerable if we do not
fundamentally change how we view this battle space.

Gen James E. Cartwright, USM(
Former Commander, US Strategic Comma

This concepwill guide the preparation, plannirgdexecution of joininfo-Ops® with the
goal of informatbn superiority Theaggregatiorof dedgsion makeydatg andsystems that
collect, process, disseminate, or exists ina new medium, girtual reality of the bdlespace
enabled byweb 2.6% Thec onc e p tc eonft riincedt war f ar e eeennv ifissi eonnseodr
and s Hnkoto expedited-O-D-A loop™® reaction timethisfinew media fuses

technological and sociakchanges the battlespace

Figure5

The ransformationinto a societechnological platform
changedC2 architecturéo a3D frameworkof asynmetric

collaborationint h eultifi e r>% @heability to preview

adversary and includesaspedts ofthd or c e s

physicalworld, objects, actors, interfaces, and networks that construct and interact with virtual
environment'davoidsthe cons i nt s of fAtismancepaaepl aed dio co
platformswith the persistenceniquely attributed toperatingvirtually. This shift to a multi

dimensional framework is much more than a technological renaiss@heesignificance of

increagd situational awareness permeatiategic thinking sinc€lausewitd s thereaapling

ability of distributed decision making witlmassdomain freedom of actiocreats effects at

opeamtional speesvi t h i n-ehengibgapporiuréties for engagernéd



Time Horizon, Assumptions, and Risks

This future operating concept outlines CN® an integratehfo-Opscapability with atime
horizon represented in the near terni @years) and long term {510 years).The key
assumptionsomplement the othénstruments of power as prescribed by national security
strategyandrely on theunified employment of the other cqraupporting and relatednfo-Ops
capabilitiesto meetJFCobjectives The risksassociated from operational, legal, and technical

aspectsare consistent witfull spectrumengagement dflS and coalition operations.

Description of the Military Problem

Know the enemy and kwoyourself; in a hundred battles you will never be in peril. When )
are ignorant of the enemy, but know yourself, your chances of winning or losing are equ
ignorant both of your enemy and yourself, you are certain in every battle to be in peril.

Sun Tzu

Theobj ective fAto gain and 3*mwmecognizeinfomationasf o r mat i
a strategic assapgregated in cyberspacdélwaccessible dimensiors thefuture challenge
Threats and opportunities span figeopol ofti cal k
commerce, governancand national securiffo andrange fromregular to irregular conflict,
humanitaria reliefand reconstructioa | | requiring Asustained engag
c o mm d’n \Whether state sponsat or ideological in naturéjreats to prosperity and security
are enabled through cyberspace towhedJS strategic advantage aadainsthe source of
strength and national sovereigntyhesehreatsmay take the form of explosive vests in a

central marketa beheading captured streamingvideq precisecyberspacémissile strikes, or



weapons of masdestructiomi c har act er i mdergte, ingertainty,tcanplexgypand
continual changé®? propagated througtne cyberdomain

The joint force needs agility ini$hit n e w r e crflict vith geopmlitical and
socioeconomic implications brought about by adagtive m ainténtson disrpting political
stability and exploiting ©%&hefhiligw®forecascess to t
operations relyn historicaltrends, context, anhe perceivedmplicationson future political
tensionsvhileibal ance of p o wseaular, reigiods) divilesmbimpoldrized |
Technologicahdvancementamplifyif og and frictiond in conflict
t he c our steanimffnite @umben ¢f madentthat overload information storéscreae
misperceptias and &ulty assumptionaffectinghuman perceptiof$

The technologicathanges that shaped an exponential linkage between energy, financial,
political, strategic, and operational domatasiverged wittcapabilities used by the joint force
generatingusceptibility tothe perceptions and withf decision makers and populatiéhdhe
NMS-CO* submitsfi ¢ y b e 15 &1 p @ ¢ &0 cauritetthjs dyintegraing mi | i t ar vy,
intelligence, and business operations to defend critical infrastrudterepmeland, oother vital
i nt e despstd tembstacles

The first obstacle for CNO to overcome is establishing freedom of moventéetagber
domain The guational awareness required is plagued by a constant siEtaraje both in the
variants ofrate and deptof change within heterogeneous networks. The transitory nature of
potential targets affects offensi and defensive countermeaswuassew defenseareestablished
and targets diminish from the battlespacé&econdgdefensive countermeasures ehallenged

by myriad of dichotomiebased on distributed operatior@laboratingp c r oss A gl obal



¢ o mm ofmre ahybrid of network connections of commercial, governmeagienciesvith

separate and independent security prot8&ols

GENERALIZED NETWORK DEPICTION

Technically & .
MORE Structurally Dynamic Ghobal ) Nebie LESS

>

SCADA

Functional Control Nets
PSTN/Cell Control Nets

Direct Military Applicability / Value

Access / Vulnerability to Intrusion

LESS Technically &

i’ MORE
Structurally Static Locaf in Nature

Figure6

Third, offensive measuregequireaccesso networks includingisolated and secure
nodes/segmentsTheseii 0 p e N n e tfraughtvitls légal,antekigenceand potentialP
collateral damagd® makingconventional targetinthe path ofleast resistanceThis further
complicaesnon-kinetic optionswheregec-political interests require multilateratthorzation
Finally, the abilityto execute within @ompressedecision cycleepresented in microseconds
vice hour&days. Feeting time-sensitive targets dictly affectthe IPOE and dictates pre

plannedpre-coordinatedauthoritycommensurate withtHgg | obal commons 0.

Synopsis

This conceptrecognizeshe cyber domaiasa merger of interdependent information
technologies, infrastructures, and networks whose proliferatioexgahential increassef
reliance for military, intelligence, and businesgerprisecross geopoliticaboundariesCNOin
thesefiglobalc o0 mm o nfremedarosnd three majaomponents First, the cornerstone of
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effectiveCNO s the assurance that opévats are unimpeded by frierydbr adversary activities
ifreedom oY Thscompanenis badedn two key enablersituational awareness

a n dctivie defens®’. Situational awarenesscludes friendly, adversary, and

Awi tti ng/®payyinatidns thagaredarticipating actors coupled with active network

defense posture of all relevant nodes, segnampbcableasfi ¢ r-@ & ® a’i entrées to the

battlespace. Seconm, sustaiinaneuvero f f ensi ve and -cdyebfeern sol pveer afitcioour
integrates the planning, and employment of capabilities through effective tools, techniques, and
procedures to plan, admabtér, and monitor ongoilgp er at i ons . -c ylbhmetlbds fic oun
afford the JFC with the ability to respond to threats, outagexher impacts to the battlespace

while maintaining their availability, integrity, confidentiality, and a@pudiatior®. Finally, the
characteristics of the cyber domain reflect i
e v o | (with comgressed dision cycle inderivatives of secondplacing a premium on

sustained IPOE

This strategic environmemncompassexitical infrastructure, the conduct of commerce,
governance, and national secutiiysestablishes the need farcohesive set of imperagis for
succesfll operations The NMS-CO outlines tersuchimperatives® to apply and integrate into
military functions. Themost important for CN@o consider arghatoffensive and defensive
operations are strongest when mutually supparthyoughintegration(organizations,
capabilities, technologiestc.)minimizes operational seams and expanesources
collaborativeinformation sharingnust occur rapidly, securely, and systematically between
stakeholderstheability to operate through degraitan focused orthe mission essential
functions,capability toC2 across the full spectrum of conflict synchronized on awareness of

generating effecfsandto estallish and enforceonfiguration managemestandards
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Application and Integration of Militar y Functions

America retains both the powers of “intimidation and inspiration.” We will continue to play a leading
role in protecting the values that grew out of the wisdom and vision of our nation’s original architects.
We must be under no illusions about the threats to our shared values, but we must also recognize the
military as only one, albeit critical aspect of America’s strength. This strength must specifically
recognize the need to adapt to the security challenges we face, whether or not the enemy chooses to
fight us in the manner that we would prefer. America’s military cannot be dominant yet irrelevant to

our policy makers’ requirements.

To gain and maintain superiority in this environment, the ability to integrate attack, defend,

and exploit’ missions an@perationsarea critical capability for the JECTo achieve and
maintain superiority in cyberspace begins withueasce of friendly use of cyberspace while
denying the same to an advergaiy f r e e dnoveamenbf. The atsustaimmendfe nt anc
this ability to maneuver must be integrated across all domains and synchronized wittethe
corelnfo-Opscapabilitiesspecificallywith IPOE orientedtoward exploitation activities. The
advantages of situational awareness irrespective of constraints of time and space provide broad
maneuver ability to friendly forces while constraining adversary access and exipesing
operations to precision stri k®Anysuocesiikey nodes
achieving superiorityn cyberspace is organized around three guiding principhesjre
availability of the domaino cyber forces, establisE? of the domain througcyber forces, and
enable operations for military, intelligence, business across air, land, seaasubcgber
domain. These parameteteanscend the constraints of time and space enabling degrees of
persistence unparalleled wittaditionalplatformsoperating in the conventional domains.

To ensure the cyberspace domain is available to conduct operations, CNO will
administer, operate, and monitor all networks contributing to operations with the ability to
respond to threats and events that caifflld freedom of movement. The situational awareness

derived from the fusion of terrestrial, airborne, space bplsg¢fbrms andnetworksprepare the
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battlespacandleverage the inherent defensivaintermeasuresn their initialization.To C2
this aggregadn of networks in the operational environment requires active defensive and

of fensive fistratagemso (see appendix |) to ma

UNCLASSIFIED

The Operational Environment

USSTRATCOM AOR - JTF-GNO JOA
Computers Worldwide

120,000 Commercial Telecom Circuits

Fixed Locations . - Deployed Forces
R ————— Executive Leadership
1,500 Joint Task
Base/Post

Forces
Camp/Stations -
Worldwide Worldwide,

15 STEPs i % iti
6 Teleports, = y Epre;I;ggglary
) ’ # Comput
— = s of Applications =
Command [ RS e e DoD N
Enclaves |} i B= Classified

1 Billion Globally interconnected end-to-end Intelligence
Internet infrastructure supporting war-fighters, Networks
Users policy makers, and business processes.
DoD CIO Memo, 22 Sep 1999
UNCLASSIFIED

Agency
Enclaves

Figure7

Defensive operations reinforce the freedom for cyber forces to maneuver through active
defense of tb electromagnetic spectrum, networks, and associated critical supporting
infrastructure This includegphysical forceprotectionand computer network defense focused on
preventative measures for access control, destruction, and exploitation intemtiess.
def ensi v efocus®racseatingeasd miintaining cyberspadele defensive operations
seek to protectd physically, logically, and electronicalyf r om speci fi c threats
overlap withothermeasuresuch as electronic protecticPSECandt he abi | ity t o A
adversary systems for strictly defensive purpo®é&gnsive operations maintain superiority
through thecapalility of targeting any portion dhe information environmeménging from
particular physical nodes and links to #etual data residetd deny, degrade, disrupt, destroy,

alter, or otherwise adversely affect an adver
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Influence Operations
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Attack \ & < Attack
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. %QQ’ A <
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Structures
I Physical Attack

Figure8

Specifically, CNQincludes the capability to: (1) attack and disrupt enemy computer
networks; (2) defend our ownilitary information systems; and (3) exploit enecgynputer
networks through intelligence collectitiroughuseof computercode and applicatiorts
destroynetworks and penetraenemy computers to steal or manipulate data, and take down
enemyC2 systansas inappendix Il The diverseneans of communicating axidfering levels
of interconnectivitytamongnodal segmentstaverse gegolitical boundariesvith multiple
points for isolatiorrequires lhireedistinct modules that contribute to the joiarced ability of
maneuverCNA, CND, and CNE®.

CNA is intended talisrupt or destroy information resident in computers and computer
networks. As alistinguishing feature, CNA normally relies on a data stream used as a weapon to
execute an attack. For exa@ysending a digital signalhrough a networko instruct a controller
to shut off the power flow is CNA, while sending a higiitage surge through the electrical
power cable to short out the power supplgassidered EW (Note:a digtal stream otode or

pulse ofEM energy carcreate false images atversary computers)



CND is defensivameasures to protect information, computers, and networks from
disruption ordestruction. CND includes actions taken to monitor, detect, and respond to
unauthorizeccomputer activity. Responsesdgberattack against U.S. forces maglude use of
passive information assurance tools, such as firewalls oedatgption, or may include more
intrusive actions, such as monitoring adversanyputers to determine thesapabilities before
they can attempt asttack. Legaldetermiration ofwhat level of intrusion or data manipulation
constitutes an attadk necessary toategorizdor intelligence collection opation, and actions
appropriatén seltdefense’.

CNE s notyet clearly defined within DODut before a crisis develofisseeks to
preparehebattlespace througiPOEand extensive planning activities. This involves
intelligencecollection thais usually performed through network to¢dee appendix Iijhat
penetrate adversary systetagyain information about system vulnerabilities, or to make
unauthorized copies ahportant files.The pols are similar to those used for computer attack,

but configured for intelligence collection rather than systenuplsr®.

In each cas@éhese modules requiegtemplatefor the

@4\

useoficy ber war f atreaghmgnéueetsfoo r ms

b1

$
/4
$
g
e
g
g
%
[

Acyber cr af desired effeots Thectdols/tactios,

&

techniques, and procedures (TTPs3ppendixl represenas

series ofmission essential taskensideredecessary

capabilities to be employedcross the range of operations. Figure9
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Necessary Capabilities

We must change the paradigm in which we talk and think about the network: we must “fight” rather than
“manage” the network and operators must see themselves as engaged at all times, ensuring the health and
operation of this critical weapons system

- Secretay of Defense Donald Rumsfeld

NetOps is the operational construct that the Commander, US Strategic Command (CDRUSSTRAT(
will use to operate and defend the Global Information Grid.
- USSSTRATCOM, Joint CONOPS for GIG
NetOps, 15 Aug 2005

The globalreachof cyberspace operations requigslaborative planning and assessment at
the strategic and #ater level to integrate actions across the joint information environment. The
Avarying degrmaems uofe rrdabapecatiohsdntthe ayber doyaimy

occur in and from statespoperative or failedagainst target state or ngtate ators.

The freedom of movement in this environment begins with gaining and maintaining access to
the battlespace through kinetic (physical) or4koretic (electronic) means. Boltavedefinitive
ROEimplications dued geopolitical boundaries &fS, allies, and third party countries
infrastructureandrequires comprehensive understanding of the adversary use of the domain.
The natureof targeting options revealed from IPOE will identify the relative nodes and segments
susceptible tditle 1°* andTitle 50°* tools to access the physical and logical maneuver space
(see appendix Ill) The awareness of the infrastructure components, electronic systems, and the
electromagnetic spectruatsoreveal security protocols thate critical todiscovery offifaultsin
the code or | ogi c hedentficagoa of antalberaton tp thie fractumetpoira n
upon being flagged from a Adefensived posture

adaptation by bemgemplaysdiboemaintanmarepver akility.
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The ability to recognize and isolate this Aanetic attack requires quick reaction by cyber
forces to reconstitute and regenerate decisively. The capability to act and react faster than the
adversary seeks to exploit or capitalimet h e A a®O-D-Admypre éffectively as a means
of competitive advantage that comes from decision superiority. The attributes of decision
superiority as described in Joint Vision 2G2s i Heeisiansearrive and implemeiatster
than opponersf or in a noacombat situation, at a tempo that allows the force to shape the
situation or react to changes and acchasapl i sh
reciprocal dependence on information centric processes to manage the batti€spsce.
synchronize the distributive operatiosisinformation technology systems and processes
Agat her, manipul ate, and ditlsesntormatioreehveanmentn f or ma

thatsynthesize movement of forceanderabroadspan of control.

TheC2 of cyber forces occur with greater speed, range, and flexibility of traditional forces.
Theseforces present through OPCON and TACON not uriguewevercoordination across
multiple geopolitical AORs in simultaneous operations produce strategierational/tactial
effects is unique to cyber.h& bounddes of these operatiotisanscend global angeographic
theates, thuscoordination prioritization,and/orrestrictions are paramount to succeAs
flexible C2 structure must be sufficientlynast to fuse global, theater, and fidaD agency
forcesto synchronize distributed operations across the spectrum of conflict. The unity of effort
and purpose for global C2 is critidalconstrucintegrated operatiorsf crossdomaineffectsin

crosstheater campaigns.

17



FigurelO

USSTRATCOM integrates space, global strike, ISR, network warfare, and missile defense
into functional command@3with JTFGNO for operations in theyber domain. Theneasures
and countemeasureappliedoy JTFGNO pr o v i d @l tasks,eitudtienal avererses
and C20 thaef fsgatchromiffeassured systems and net
information protection and defense required for unified information campaigme OPCON
over servicenetwork operations componentsdal ACON from respective emergency/incident
responseenters yieldsne vent based C2 structure that aggr e
theater, operational, and tactical system and
ar e nhi ghhdmarsyerablmwith traasitions between F2T2EA phases nearly
instantaneously dntegratingeffects based @pations that contribute toformation and decision

based superiority require the ability everagehis strategic reachfforded by the cyberainain
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